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IN THE EVER-EVOLVING land-
Or scape of the space industry, where

precision and reliability are para-

mount, software qualification and

S a.fet Y' C r it i C a l validation take center stage, ensur-
Software

ing the success of space missions.
The intricate dance of spacecraft
systems, navigation, and communi-
cation heavily relies on the robust-
ness of the software that orchestrates
these complex operations. As tech-
nology advances, integrating Al and
The Case of the Space Domaln machine learning (ML) into critical
software introduces a new dimen-
sion to the qualification and valida-

Alberto Petrucci®, Gran Sasso Science Institute and Thales Alenia tion processes, amplifying both the
Space potential benefits and challenges.

Right now, there isn’t a widely
Francesco Basciani® and Patrizio Pelliccione®, Gran Sasso agreed-upon method, set of methods,
Science Institute or tools everyone uses to develop

AI/ML-based safety-critical systems.
AT and ML enable spacecraft to au-
// We analyze the current way of producing tonomously adapt to dynamic en-

safety-critical software and the reference safety vironments, process vast datasets
in real time, and make informed

and assurance standards in the domain of decisions without constant human
spacecraft, namely, ECSS-Q-ST-80C and ECSS-E- intervention. However, integrating

. ATl and ML modules into critical
ST-40. Then, we explore the readiness of correct systems necessitates a meticulous

practices to ensure that machine learning- or approach to qualification and vali-
Al-enabled systems are safe and reliable.// dation, as these technologies” inher-
ent complexity and unpredictability

introduce unique challenges. Critical
Al/ML-enabled software demands
an even more rigorous validation ap-
proach. Traditional methods may not
fully capture the intricate decision-
making processes of ML models
or the adaptability of Al-enabled
systems. Certifying the safety and
reliability of AI/ML-enabled systems
requires novel techniques beyond con-
ventional testing. Ensuring the de-
pendability of AI/ML-enabled critical
software involves validating the indi-
= _ vidual components and the system as
esturteRsTockcowsecoreT 3 whole and considering the interac-
tions and feedback loops within the
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Standards and guidelines for Al/
ML qualification in critical space soft-
ware, such as ECSS-Q-ST-80C! and
ECSS-E-ST-40,2 provide frameworks
for addressing the specific challenges
posed by these technologies. The vali-
dation of AI/ML components involves
testing the software under normal
operating conditions and subjecting
it to diverse scenarios, including edge
cases and potential failure modes, to
assess its robustness and resilience.
Thanks to our strong collaboration
with space domain companies, this
article explores software qualification
and validation in the space industry.
Specifically, we explore the pivotal but
still challenging role of Al and ML
in critical software. It is important
to highlight that our study does not
cover large language models (LLMs)
but, instead, focuses on classical Al/
ML approaches. As we delve into this

analysis, we unravel the methodolo-
gies, standards, and challenges asso-
ciated with ensuring the reliability of
software systems that navigate the vast
expanse of space, augmented by the
power of Al and ML. Additionally,
we consider Al trustworthiness, which
encompasses various dimensions like
engineering, ethics, and legal aspects.
However, our focus in this context is
on the safety engineering component.

ECSS-Q-ST-80C! outlines specific soft-
ware product assurance requirements
for space projects. These requirements
cover quality management, framework,
life cycle activities, process definition,
and product quality characteristics.

The standard underscores the cus-
tomer-supplier relationship in software
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FIGURE 1. Critical (CAT-A and CAT-B) software qualification process.

ADBrizedHiEHSSUST MHEIE: | NAVALYGROUPRDANSRL ORIENT)ODGWHSAtEd brdine .9,2025 WtA&RE5:23 UTC from IEEE Xplore. Restrictions apply.

development, with ECSS-M-ST-10,3
providing insights into its organizational
dynamics. The customer procures hard-
ware and software components in space
projects, typically in a hierarchical re-
lationship with multiple contributing
suppliers. The customer defines space
system requirements, specifying perfor-
mance, safety standards, and other criti-
cal characteristics. ECSS-Q-ST-80C!
obligations are binding on the supplier,
who must demonstrate compliance and
provide evidence.

ECSS-Q-ST-80C aligns with ECSS-
E-ST-40,2 integrating product assur-
ance into space system software en-
gineering processes. Together, these
standards comprehensively detail
space software development processes.
The European Space Agency’s (ESA’s)
ISVV Guidebook* further describes
the scope and phases of this external
activity, completing the overall process
description.

Figure 1 represents a flowchart sum-
marizing the critical software quali-
fication process from an engineering
and quality point of view.

All starts from the system require-
ments definition. This high-level de-
scription enables the extraction of key
functionalities and initiates a failure
modes and effects analysis (FMEA).®
The FMEA helps identify the critical-
ity level of each functionality, allow-
ing the isolation of a critical subset
that requires protection. It is worth
highlighting that functionalities can
be implemented through software,
hardware, or a combination of both.
Accordingly, the chosen protection
method should align with the na-
ture of the functionality. Generally,
a hardware-based protection solu-
tion is viewed as more reliable than



a software-based one. Moving for-
ward, utilizing the FMEA and doc-
umentation of units implementing
functionality in software, the analy-
sis progresses to generate the Soft-
ware Criticality Assignment Report
(SCAR).! This report zooms in on the
criticality assessment of each primary
software-implemented functionality.
To delve deeper into the criticality as-
signment, the list of main functional-
ities undergoes an expansion through
the software FMEA (SFMEA).’ Like
the FMEA, the SFMEA zeros in on
exploded software functions, drawing
insights from the technical documen-
tation of units implementing software
functionalities.

The final step in this journey is
independent software verification
and validation (ISVV).* This engi-
neering practice aims to enhance soft-
ware product quality, reduce costs,
and mitigate development risks. An
independent organization conducts
verification and validation tasks, em-
phasizing process efficiency and com-
plementing the supplier’s efforts. Upon
the completion of ISVYV, the software
product attains qualification.

This process follows an iterative
approach. If any issues or missing
information arise during any step,
there is flexibility to revisit the in-
puts and rectify problems, ensuring
a thorough and refined analysis.

In real-world applications, flight
software is categorized into three
criticality levels denoted by the letters
A, B, and C,! where A indicates the
highest criticality and C the lowest.

o Criticality level C (CAT-C):
Corrupted navigation messages
and signal feared events due to
common mode failures without
loss of satellites. Software of
Category C requires procedures
for 1) system documentation,

2) software development, and

3) software testing.

Criticality level B (CAT-B): Loss
of satellites without catastrophic
consequences, temporary injuries,
major property damage, and ma-
jor environmental effects. In ad-
dition to the procedures required
by CAT-C, CAT-B requires 1)
technical and design documen-
tation and 2) 2) ISVV level 1

These processes and activities are
consolidated and mature. However,
they are challenged when applying
them to AI/ML-enabled software.
The development process for AI/ML
solutions drastically changes from tra-
ditional software development. There-
fore, when applying the processes and
activities described in this section to
AI/ML-enabled software, questions
arise about defining design documenta-

Certifying the safety and reliability
of Al/ML-enabled systems
requires novel techniques beyond
conventional testing.

(activity executed by an external
supplier). Among other activities,
ISVV level 1 requires (a) source
code analysis (readability, main-
tainability, and conformance

to standards) for inspection, (b)
functionality/code traceability,
and (c) unit test development,
execution, and report.

Criticality level A (CAT-A): Unre-
coverable failures at satellite level,
potential for life-threatening inju-
ries, loss of launch site facilities,
and severe environmental effects.
The software of Category A is
similar to Category B but requires
ISVV level 2 instead of ISVV level
1.ISVV level 2 is an external activ-
ity and, in addition to ISVV level 1,
it requires a detailed view (a deep
review regarding code readabil-
ity, maintainability, and confor-
mance to standards it is executed)
of the source code analysis and a
binary code analysis (object code
coverage).

tion, the role of ISVV, and the transfor-
mation of source/binary code analysis
and testing procedures. The following
section sheds some light on the main
aspects that must be considered for
qualifying AI/ML-based software.

In this section, we discuss and try to
answer the following questions:

e RQI1: What are the main differ-
ences between traditional soft-
ware development and AI/ML
development?

e RQ2: What does it mean to
qualify an AI/ML solution when
used on a CAT-C functionality?

e RQ3: What does it mean to
qualify an AI/ML solution when
used on a CAT-B functionality?

® RQ4: What does it mean to
qualify an AI/ML solution when
used on a CAT-A functionality?

Authorized licensed use limited to: NAVAL GROUP (DCNS LORIENT). Downloaded on June 19,2025/511\1’4;5518:ELEO:Z|@M |BEE RpRfeF ResaiBtens atRe.



FEATURE: AI/ML INTEGRATION IN SPACE

In the remainder of this section,
we first identify the main differences
between traditional and AI/ML soft-
ware development (RQ1), and then
we discuss to what extent and how
the current practices can be adjusted
in order to accommodate AI/ML.

Changes Required in Technical
Documentation and Design
Documentation

Referring to the process described
in Figure 2, the first two steps are
relevant also for the AI/ML case,
i.e., 1) definition of technical re-
quirements for the intended func-
tionality and 2) conceptual design

for the forthcoming implementa-
tion or model. In AI/ML, the design
phase assumes a distinctive nature.
The AI/ML design has a dual na-
ture involving conventional textual
elements (functionality and require-
ments definition) and the special-
ized modeling techniques inherent
to artificial intelligence and ma-
chine learning.

Changes Required in the Software
Development to Accommodate Al/ML
Figure 2(a) summarizes the main dif-
ferences between the traditional soft-
ware development and the AI/ML
one. Traditional software development

involves coding to bring a function to
life, often using model-based tech-
niques like Matlab’s Simulink for ef-
ficiency. This approach generates C/
C++ code from a model, facilitating
development.

In AI/ML development, the focus
shifts from implementing functional-
ity to training the model for a specific
task. Consequently, the outcome is not
source code anymore, but, instead, a
set of parameters (hyperparameters)
describing the trained model. After
training, the model can execute the de-
sired function with statistical accuracy,
diverging from the deterministic na-
ture of traditional source code.
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FIGURE 2. Flow chart: Current software qualification process (CAT-A, CAT-B, and CAT-C). (a) Software development versus Al/ML
development. (b) Software testing versus Al/ML testing. (c) ISVV versus proposed Al/ML qualification process.
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As a second point, we want to un-
derline that with AI/ML the training
dataset becomes of key importance
since its content might directly af-
fect accuracy. It becomes also impor-
tant to consider how the model has
been trained, e.g., if quantization-
aware techniques are used or if it has
been pruned.

As a final point of consideration, let
us compare the efficiency of source
code and AI/ML models. After choos-
ing a CPU architecture, it is possible
to measure the time it takes to run a
source code using mega instructions
per second. This provides a clear gauge
of the time needed for the functionality.
On the other hand, running an AI/ML
model on a CPU can be quite challeng-
ing, especially for larger models with
many inputs and outputs; they may
require a hardware accelerator. The
noteworthy aspect is that Xilinx has in-
troduced various solutions specifically
designed for space applications. These
solutions implement hardware accel-
erators like neural engines, offering en-
hanced Al and ML model performance
in challenging environments.

Changes Required in the Testing Phase
to Accommodate Al/ML

Once the software has been devel-
oped, it must be tested to prove its
functionality has been correctly im-
plemented. Testing techniques are
generally grouped into the white-box
and black-box testing categories.

In white-box testing, there is a com-
prehensive understanding of how the
functionality has been implemented.
Testers delve into the internal work-
ings of the software, examining the
code, logic, and overall structure. This
method allows for a thorough evalu-
ation of individual components and
pathways within the software. White-
box testing is particularly beneficial
for uncovering intricacies related to

code coverage, logical flow, and po-
tential vulnerabilities. Black-box test-
ing assumes the tester does not know
how the functionality is implemented.
Black-box testing is valuable for assess-
ing the software from a user’s perspec-
tive, emphasizing functionality and
user experience without being influ-
enced by the internal code structure.

Overall, both techniques aim to
provide confidence that the function-
ality has been implemented correctly.
Testing all the possible inputs is un-
practical or even impossible.

In developing AI/ML-enabled sys-
tems, the testing approach is dataset-
based. So, when talking about critical
functions, it is unavoidable to consider
a robust and complete testing dataset
that can cover most of the behaviors.
Moreover, in the context of utilizing
the model for space applications, exe-
cuting it on hardware protected against
single-event upsets (SEUs) is impera-
tive. These are transient events caused
by radiation in space that can disrupt
the normal operation of electronic
components. Ensuring the robustness
of the model against SEUs can be ad-
dressed even during the training phase.
This involves incorporating strate-
gies and optimization techniques that
make the model more resilient to the
potential impact of SEUs. By consider-
ing this issue proactively, it is possible
to enhance the model’s reliability and
performance in the challenging space
environment. Figure 2(b) visually sum-
marizes our discussed concepts.

Changes Required to ISVV to
accommodate Al/ML

For safety-critical applications, a dedi-
cated block in the qualification process
involves the ISVV process, comprising
three main steps:

* The technical analysis re-
view (TAR) ensures software

requirements’ correctness,
completeness, and consistency
with system partitioning. It also
validates safety requirements
using rigorous methods, aim-
ing to identify key test cases for
independent verification and
validation processes.

e The design analysis review
(DAR) evaluates software archi-
tectural and detailed design, em-
phasizing reliability, safety, error
handling, interfaces, synchroni-
zation, and budget within a sys-
tematic review process. It covers
two key products and phases,
including software architectural
and detailed design, and extends
to examining the software user
manual.

e The code analysis review (CAR)
assesses source code, ensuring
reliability, safety, error handling,
proper initialization and termi-
nation, interfaces, synchroniza-
tion, and budget adherence. It
detects programming errors and
verifies auto-coding from mod-
els, ensuring seamless integration
within the software product.

In practice, TAR and DAR act
as vital checkpoints, meticulously
reviewing technical and design
documentation for coherence, com-
pleteness, and traceability between re-
quirements. Conversely, CAR closely
examines software implementation,
including dynamic processes like static
code analysis. For the highest critical-
ity levels, it rigorously examines secure
code practices. The CAR ensures a di-
rect mapping between design require-
ments and the implemented source
code, fostering transparency and ac-
countability in the software develop-
ment life cycle.

How can these processes be trans-
lated into something applicable to
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AI/ML models? We presented our
proposal in Figure 2(c). TAR and
DAR are present in both ISVV and
AI/ML validation (for which remains
valid the auditability properties be-
cause it is still an external activity).
TAR and DAR for AI/ML-enabled
systems relates to the traditional
software validation. However, DAR
especially introduces some challenges
since it would require providing evi-
dence that the design of the AI/ML
model is consistent to the require-
ments of the solution to be imple-
mented. How to realize this step in
practice is (still) not completely clear.

The most significant difference
emerges in the final stage, the CAR
activity. In particular, some points
lose their significance when applied
in AI/ML-based solutions, such as
source code analysis and binary code
coverage. Considering only the cov-
erage, pruning the AI/ML model to
remove unused branches could be a
good solution. It is not easy to replace
the CAR activity for AI/ML-based
systems, and there is still the need
for research and study to reach the
needed level of confidence and empiri-
cal evidence. To replace the code anal-
ysis activity, we need more research
and experimentation to address the
following challenges®:

o The analysis of the training
dataset” involves evaluating its
completeness and alignment
with the desired model function-
ality, ensuring it captures essen-
tial characteristics for training.
This analysis is crucial for iden-
tifying and addressing biases in
the dataset.

o Explainability analysis® inter-
prets machine learning models
to understand and articulate
decision-making processes. Es-
sential for transparency, it builds
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trust, ensures accountability,
and meets regulatory require-
ments in applications where
understanding model decisions
is crucial.

* Monitorability analysis®
evaluates the system’s ability to
provide information, enabling
differentiation between cor-
rect and incorrect behaviors. It
measures how well the system
offers insights for distinguishing
between acceptable and faulty
operations.

e Provability analysis® assesses the
system’s capability to offer math-
ematical assurances regarding the
satisfaction of certain properties.
This involves formal verification
processes to establish adherence to
predetermined criteria.

o Robustness analysis® evaluates
the resilience and reliability of
machine learning models under
various conditions, ensuring
stability and effectiveness in
real-world scenarios. It aims to
identify vulnerabilities, improve
generalization, and enhance
overall system robustness.

o SEU analysis'® focuses on as-
sessing the impact of radiation-
induced events on machine
learning models. Addressing
SEUs caused by radiation in
space, the analysis aims to un-
derstand and mitigate potential
errors, ensuring reliability and
functionality in space envi-
ronments prone to radiation-
induced disturbances. New
techniques, including bit-flip
attacks during training, are em-
ployed to improve this issue.

So far, we answered RQ1 by high-
lighting the main differences between

traditional software development and
AI/ML development and discussed
to what extent and how the current
practices can be adjusted to accom-
modate AI/ML. Based on what we
discussed earlier, we provide an an-
swer to the remaining questions.

e RO2—AI/ML for CAT-C
functionality: it can be used
using the already defined
methodology.

e RQ3—AI/ML for CAT-B
functionality: CAT-B software
requires some activities, like
source code analysis, that can-
not be easily substituted for Al/
ML-based systems. There is the
need for more research, sound-
ness, and empirical evidence to
build confidence that all the time
constraints that the functional-
ity must meet, considering its
criticality.

e RO4—AI/ML for CAT-A
functionality: CAT-A software
requires additional activities
with respect to CAT-B soft-
ware, like binary code analy-
sis. This makes the use of Al/
ML for CAT-A functionality
even more difficult. Moreover,
it becomes mandatory to test
the model even on the cases for
which it has not been trained
(out of distribution testing) in
order to understand how the
model behaves on unpredict-
able data. Furthermore, it could
be important to consider some
redundancy inside the model
architecture to grant more reli-
able results.

Finally, it is important to list the
following open points that should
be considered in addition to the pre-
sented challenges when using AI/ML
in safety-critical applications:



e OPI1: How to define an AI/ML
model that can be easily ex-
tended and reused for different
functionalities?

e OP2: How to measure AI/ML
execution time?

e OP3: Should the training algo-
rithm be different for CAT-B
and CAT-A functions?

The initial question holds signifi-
cance because it’s typically feasible to
expand its functionality with tested
software without compromising the va-
lidity of prior tests. Is this adaptability
retained in the context of AI/ML? The
second query is pivotal since possess-
ing a comprehensive dataset is the sole
means to capture critical functionality
thoroughly. Concerning the last ques-
tion, the rationale is that there are there
is a diversity of functionalities that can
be addressed using AI/ML models,
which might have different criticality
and might exhibit different challenges.
They could require different techniques
and algorithms, as well as different
training strategies and processes.

his article discussed the in-

tegration of Al and ML into

safety-critical space soft-
ware, emphasizing the need for rig-
orous qualification and validation
processes. Al and ML technologies
improve software capabilities by
enabling autonomous adaptation,
real-time processing, and informed
decision-making. However, their
complexity and unpredictabil-
ity present unique challenges. This
article suggested using robustness
analysis, SEU analysis, techniques to
analyze training data, monitorabil-
ity analysis, probability analysis, and
explainability analysis to assess Al
and ML systems’ vulnerabilities and
enhance overall robustness. Overall,
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careful qualification and validation
processes are crucial for the success
and adoption of Al and ML in space
missions. This article focused on the
space domain, but we acknowledge
that some findings are relevant also
on other critical domains, as we can
learn from previous studies'!: robust-
ness, explainability, verification and
validation, and certification of Al/
ML are indeed shared with other do-
mains. The certification in the space
domain requires some specificities,
mostly related to the ISVV, which
requires, among others, source code
and binary code analysis to check
their readability, modifiability, and
conformance to standards. @
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